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This paper describes an approach to database inference
analysis based on conceptual graphs. The database
inference problem is briefly described. Previous ap-
proaches are summarized, followed by a presentation
ot our infercnce model, called AERIE. The notions of
an inference target class and an inference method class
are introduced with examples given. Conceptual graphs
are introduced as our means of representing database
inference knowledge, as a first step toward analyzing and
detecting database inference problems. The classifica-
tion of inference target classes and the use of conceptual
graphs for database inference detection are two important
contributions of this paper. Four examples are used to
illustrate the approach. We discuss some interesting
issues raised by this work, and offer conclusions and our
plans for future research.
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introduction

This paper describes an approach to database in-
ference analysis based on the conceptual graphs
knowledge representation. We will describe the
database inference problem, introduce concep-
tual graphs as a means of representing knowl-
edge relevent to database inference and show
some examples that point to future directions in
this area of study.

The database inference problem can be charac-
terized as follows:

Data that is classified at access level
L1 or below can be used to infer data
classified at access level L, where the
classification Lo > [.q.

The problem of database inference can be il-
lustrated with examples. Suppose we wish to
keep secret the fact that XYZ Research Corpo-
ration is working on the AERIE missile project.
While we may be able to prevent an adversary
from knowing this particular fact directly, Laura
Smith’s name may appear on an unclassified list
of attendees for a meeting about the classified
AERIE missile project. If it is known that Laura
Smith is an engineer for XYZ Research Corpo-
ration, then it can be inferred that XY Z Research
may be working on the AERIE missile project.

As another example, we may wish to keep se-
cret the fact that F-21As are based at Tinian
Island. Suppose that an unclassified shipping
manifest shows that part number 125-678-98—
54 is being shipped to Tinian Island and an air-
craft maintenance manual shows part number
125-678-98-54 is used only on the F-21A jet
fighter. One can then make the inference that
F-21A’s are based at Tinian. A non-military
example is the ability to infer that a patient has
a particular disease based on knowledge of the
treatment that is being applied.

With the publication of the Trusted Database
Interpretation of DoD 5200.28-STD (National
Computer Security Center, 1985)(National Com-
puter Security Center, 1991), a major step has
been taken to provide protection for large
amounts of data stored in databases. While the
ability to provide discretionary and mandatory
access control (at least at the higher evaluation
levels) is an important step forward in provid-
ing protection for the database, it is not suffi-
cient. An organization could properly use the
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protection facilities provided by a multilevel se-
cure database management system and still be
at risk, due to the ability of an adversary to ac-
cess unclassified or less classified data and be
able to deduce more highly classified data using
inference techniques.

This problem will become more acute as more
data is placed under the control of databases and
these database are connected to networks (e.g,
the proposed National Information Infrastruc-
ture in the U.S), such that they can be accessed
by many users located all over the world. In
addition, as network accessibility becomes the
norm for database access, an adversary could
potentially have access to considerably more
data than has been available to a single user in
the past. This greatly multiplies the potential to
infer unauthorized data, since there is a greater
pool of unclassified data available with which
to perform the inference.

What makes the inference problem especially
difficult to overcome is the deep knowledge that
could be applied by an adversary to perform the
inference attack. An analysis approach that de-
pended solely on the contents of a database, or
even a collection of databases, will fall short of
capturing the deep knowledge that a determined
adversary might have. A useful inference de-
tection approach must be able to model general
knowledge available from a variety of sources,
not just information contained in databases.

This paper describes our approach to modeling
the database inference problem using concep-
tual graphs. The task of representing such prob-
lems is the first step toward detecting and pre-
venting them from occurring in actual databases.
The paper is organized as follows. The next
section summarizes previous approaches to the
database inference problem. The following sec-
tion describes our approach, which we have
dubbed the AERIE approach. We then show
two examples illustrating how conceptual graphs
are used to represent the knowledge used in per-
forming a database inference. At the end of the
paper, we present some interesting issues raised
by this approach and give our conclusions and
future research plans.

Approaches To Database Inference
Analysis

Previous inference has been characterized in
(Hinke, 1990b) into the following categories:

1. “efforts to discover fundamental laws that
determine whether the potential for un-
desirable inferences exists within a given
database,

2. efforts to discover automatically inference
rules from fundamental relationships among
data that pertain to a domain,

3. efforts to automate (via expert systems)
the process of inferring sensitive data within
a specific domain.” (Hinke, 1990b).

This list can be extended with a fourth cat-
egory to reflect some recent work at SRI
International (Garvey & Lunt, 1991).

4. Efforts to jam the inference channel with
“noise” provided by plausible cover sto-
ries.

Research into the first category includes work
on statistical databases (Cox, 1988; Denning,
1982; Matloff, 1988) and work exploring the
inference issues with respect to functional and
multivalued dependencies within relational data-
bases (Su & Ozsoyoglu, 1990). Also included
within the first category is the work of Morgen-
stern (Morgenstern, 1987, 1988) to propose a
theoretical foundation for inference, using such
concepts as a sphere of influence that is the
transitive closure of all that can be inferred by a
particular fact.

Research in the second category is represented
by the work of Hinke (Hinke, 1988, 1990a)
which sought to discover inference channels
that would permit classified relationships be-
tween two entities to be discovered by finding
second paths, consisting of relationships be-
tween other entities that could be used to make
the sensitive linkage. One of the important re-
sults of this work was that the specific rules
required to find the classified relationship did
not have to be stated explicitly. While they
could be stated upon viewing the second path
discovered, all that was required to perform the
inference discovery was to find this second path
by traversing relationships between entities un-
til the two target entities were joined, using a
path that was less classified than that associated
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with the direct relationship between the two en-
tities. This line of research has been continued
by Binns (Binns, 1992b) and SRI Internation
(Lunt, 1989) (Qian, Stickel, Karp, Lunt, & Gar-
vey, 1993) through the design and implementa-
tion of path finding programs. Also included
in this inference category is the work of Thu-
raisingham (Thuraisingham, 1991), which uses
conceptual structures to represent multilevel ap-
plications, thus providing the basis for analyz-
ing these multilevel structures for the likelihood
that an adversary can draw unauthorized infer-
ences. Our paper, while also using conceptual
structures, extends earlier work by including the
use of conceptual structures within a general
model of inference.

The third category seeks to capture rules that
could be used by an expert to detect inference
problems within existing databases. Research
in this area includes work by Ford Aerospace on
their inference controller (Buczkowski, 1990).

The fourth category of inference work is rep-
resented by the current research on inference
underway at SRI International (Garvey & Lunt,
1991). While the work addresses the general
inference problem, one of the areas that they
considered in their paper was the use of cover
stories to add noise to the inference path. This is
especially useful when the inference path may
be composed of widely known facts that cannot
be easily classified.

This paper reports on work in the second and
third categories, with the use of a new inference
model being developed at the University of Al-
abama in Huntsville. This model, called the
AERIE Model, seeks to permit the discovery
of inferences using inference targets (sensitive
things that are to be protected from unauthorized
disclosure through inference). It also utilizes a
knowledge base, using conceptual graphs, that
will permit an automated Inference Analysis
Tool to reason about the existence of informa-
tion using not only data within the database, but
also other knowledge that would be assumed to
be known by an adversary.

AERIE Model of Inference

Our inference model is called AERIE, which
stands for Activities, Entities, and Relationships’
Inference Effects. For our purposes, entities

(symbolized by “E”) are things that exist in the
world and activities (symbolized by “A”) are ac-
tions that take place in the world. Relationships
can be categorized as:

e A relationship between two entities, sym-
bolized by (E, E).

e A relationship between an entity and an
activity, symbolized by (E,A) or (A, E).

e Arelationship between two activities, sym-
bolized by (4,4).

e A relationship between two or more rela-
tionships, symbolized by ((Wy, Wy), (W3,
W4)), where each W; is either “E” or “A”.

The goal of an adversary is to learn secret infor-
mation where it not readily available. We refer
to acquiring this knowledge as “materializing”
the sensitive information.

Information to be kept secret will be referred to
as an inference target. Inference targets can be
categorized into inference target classes based
on the above distinctions. The AERIE approach
uses these target classes to classify sets of infer-
ence methods according to the target they can
materialize. This section describes the target
classes and their relationship to each other.

Inference Target Classes

Inference target classes identify the types of in-
formation that could be the target of an inference
attack. The following seven classes have been
identified:

Class 1. E: The materialization of an entity.
Class 2. A: The materialization of an activity.

Class 3. (E,E): The materialization of a sen-
sitive relationship between two or more
materialized entities.

Class 4. (A,A): the materialization of a sen-
sitive relationship between two or more
materialized activities.

Class 5. (E,A) or (A, E): The materialization
of a sensitive relationship between one or
more materialized entities and one or more
materialized activities.
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Class 6. (W1, Wy), (W3, W4)): The material-
ization of a sensitive relationship between
sensitive relationships.

Class 7. [Cy,Ca,...,Cy_1] = C, (where each
C; is a materialization in one of the classes
1 through 6): the materialization of a sen-
sitive rule from existing classes.

Knowledge in each inference target class can
be inferred by one or more techniques. In cat-
egorizing these techniques, we refer to them as
inference method classes. We will refer to the
sequence of steps used in making an inference
as an inference path. For each inference target
class, we want to identify a set of methods that
can be used in the derivation of an inference
path. The purpose of categorizing inference
methods is to reduce the number of possible in-
ference paths; i.e., given a target in a particular
class, we can identify a general pattern of steps
that can be used to infer the target.

Our characterization of inference method classes
leaves open the opportunity to include addi-
tional method classes as they are identified.
The AERIE approach does not depend upon
a closed set of classes; it merely provides a
framework under which new classes (and their
inference methods) may be identified and cate-
gorized. One potentially useful addition would
be based on probabilistic reasoning; e.g., an en-
tity or activity could be materialized (at least
to some degree of confidence) based on proba-
bilities embedded in the knowledge base. An-
other potentially useful addition would be to
use statistical inference techniques, assuming
that there were enough instances in the avail-
able databases. The statistics could be probed
to isotate a particular; identifiable member of
the group covered by them. The end result is
the materialization of a particular entity; hence,
statistical inference methods are included under
the first inference target class, since they can be
used to materialize a particular entity.

Examples for Each Target Class

Having provided an overview of the AERIE
Model, its various components, the inference
target classes and their related method classes,
we will now describe an example of each infer-
ence target class, along with the methods that
are used in performing the inference.

Class 1. Anexample of inferring a target entity
can be found within a logistics database.
If a site orders a part that is unique to a
particular type of equipment, such as a
certain radar unit, then an adversary with
access to this database could infer that the
site has this particular type of radar unit.
This inference is made using the following
method: {E1, (E1,E»)} = E», where E;
is some unique part and the (F1, ) rela-
tionship is the part-of relationship showing
the parts contained in each piece of equip-
ment. The set {E;} represents all of those
whole goods in which the part is used. If
the part is used only on a single whole
good, then the cardinality of the set is one
and we have an inference that results in the
unique identification of a piece of equip-
ment.

Class 2. An example of inferring a target activ-
ity is the ability to infer that a construction
project is occurring based on the class of
equipment that is being ordered. Thus, if
an equipment requisition includes equip-
ment that can be used collectively for dig-
ging, pushing (e.g., pushing dirt) and car-
rying, this could indicate the existence of
a construction project. On the other hand,
if the equipment being ordered is used
for mowing, plowing, or harvesting (e.g.,
wheat), then this would not be an indica-
tion of a construction project. Performing
this inference requires that a construction
project be modeled with a definition that
characterizes it as including the activities
of digging AND pushing AND carrying.
Then the various equipment parts must be
characterized with Class 5 information that
has the form (E,A), relating the parts to
the activities that they support. For ex-
ample, a blade supports the activities of
pushing, a bucket supports the activities
of digging and a loader supports the ac-
tivities of carrying and pushing. Finally,
pieces of equipment must be characterized
in terms of their component parts, with
Class 3 (E, E) relationships that associate
a part with an end-item. Thus, a back-
hoe contains a bucket and a loader, while
a tractor contains a blade.
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The inference of a construction project ac-
tivity can then be made by determining
whether there exists a requisition which
contains equipment that can be used col-
lectively for digging AND pushing AND
carrying. To perform this inference analy-
sis, the parts in an order can be used along
with the (E, E) and (E,A) relationships to
perform an inference using the following
methods:

1. Definition, to determine the defini-
tion of a construction project, which
would be listed as an instance of the
inference target class 2;

2. Method {A], (A],E])} = Fq to de-
termine the equipment components
that can be used for digging, pushing
and carrying;

3. Method {E{, (E1,E»)} = Ej to infer
pieces of equipment and component
parts that are associated with the com-

ponents that can be used for digging
AND pushing AND carrying.

These various £ ’s will be checked against
the parts requisition and used with the pre-
vious rule to generate more component
parts and end-items that are related to the
entities that perform the digging, pushing
and carrying activities associated with a
construction project. For this inference,
we have used two methods and a defini-
tion.

Class 3. A Class 3 inference is the determina-

tion of a sensitive relationship between two
entities. For example, assume that some
organization was attempting to keep secret
its area of operation. This would be an
association between the entity organiza-
tion and entity location. Now assume that
this organization ordered blades. If these
blades were for bulldozers, then one could
not make much of an inference. However,
if these were snow blades, then one could
make the inference that the organization
operates in snow country. While this is
admittedly not a precise location, it does
narrow down the possible area of opera-
tion.

Class 4. A Class 4 inference is the determina-

tion of a sensitive relationship between two

or more activities. An example was in
the relationship in 1941 between Japanese
trade negotiations with the U.S. and the
movement of the Japanese fleet toward
Pearl Harbor. Negotiators were given a
strict deadline for their activity, but did
not know the relationship between their
negotiations and the attack.

Class 5. A Class 5 inference is the determina-

tion of a sensitive relationship between one
or more entities and one or more activities.
For example, if an intelligence activity re-
quired that a certain fixture be placed in
the space shuttle’s payload bay to support
a particular type of sensor, then the asso-
ciation of this fixture with the intelligence
gathering activity would represent a sensi-
tive relationship that should be protected.

Class 6. A Class 6 inference is the determina-

tion of a sensitive relationship between
sensitive relationships. An example of
this class is a student grade inference in
an academic setting. Assume that grades
are posted by student numbers, to pre-
serve the confidentiality of the grade that
a particular student received. This rep-
resents a class 1 relationship between the
entity student and the entity grade (e.g.,
(E,E)). However, if these posted grades
were sorted by the last name of the stu-
dent, this would represent a sensitive re-
lationship, called “Sorted-by-name” be-
tween the (Student_number, Grade) rela-
tionship which is public knowledge and the
(Student_name, Grade) relationship which
is sensitive. If this Sorted_grade relation-
ship can be inferred, then the very sen-
sitive (Student_name, Grade) relationship
can also be inferred.

Class 7. A Class 7 inference represents the in-

ference of a sensitive rule. Anexample ofa
sensitive rule might be one used by a credit
card company that says never to reject a
charges for a restaurant meal, under the
reasoning that since the food has already
been consumed, a customer may be sub-
jected to embarrassment by a rejected ap-
proval. In general, this class of inference
incorporates any inference that results in a
rule, rather than an entity, attribute or re-
lationship. This class of inference target
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represents a different quality target than
the previous ones that are shown; it is in-
cluded since it represents another type of
information about which one could launch
an inference attack.

We note that Class 1 (inferring an entity) and
Class 2 (inferring an activity) bear some re-
semblance to each other, since we are in fact
inferring the existence of some particular thing
irrespective of its relationship to others. Using
conceptual graphs, in fact, the two classes are
handled in a similar manner, since Class 1 in-
volves deriving a single concept [ENTITY: *]
and Class 2 involves deriving a single concept
[ACTIVITY: *]. We separate the two because
we may find in the future that some specific
inference method classes for the two differ.

A similar line of reasoning shows that Classes 3,
4 and 5 are alike as well, since they involve de-
riving a single relationship between two entities
or activities. We are interested in whether the
inference methods differ for these three classes
as well.

Inference Detection Using
Conceptual Graphs

The knowledge representation chosen for this
research is that of conceptual graphs (Sowa,
1984; Nagle, Nagle, Gerholz, & Eklund, 1992).
Conceptual graphs are a graphically oriented
notation based on first-order logic as denoted
by Charles Peirce’s existential graphs from the
late 1800’s. An extension of semantic networks
(Lehmann, 1992), they provide a powerful, ex-
tensible means of capturing real-world knowl-
edge, such as.the difference between class types
and instances of a class, multiple constraints on
an individual or class and inheritance of type
characteristics from a supertype. The advan-
tage of using conceptual graphs is that they
allow modeling of information without requir-
ing that it be codified into If-THEN rules; i.e.,
knowledge can be applied in flexible ways as
needed. Conceptual graphs are also being con-
sidered as a standard for knowledge interchange
by the ANSI X3H4.6 task group on concep-
tual schema’s IRDS committee (Information
Resource Dictionary Systems) (Perez & Sarris,
1993). For a concise introduction to conceptual
graphs, see (Polovina & Heaton, 1992) (Sowa,
1992).

Conceptual graphs support first-order logical
inference using Peirce’s beta rules — re-write
rules governing the allowable transformations
of a given set of conceptual graphs. Conceptual
graphs are a visual representation that can also
be expressed (albeit with less clarity) in a tex-
tual notation. In this paper, we generally show
graphs in their display form, although to save
space, we sometimes use the textual form. For

example, the concept: | PERSON: *x | mean-
ing some person, denoted by x, is shown in text
form as [PERSON: *x]. A group of concepts
written together implies an AND relation be-
tween them. Negation is shown by marking a
concept (or enclosed group of concepts, called
a context) with a = symbol. The beta rules
support such logical constructs as modus po-
nens and double negation expressed in pictorial
form. For example, a typical P O Q logic rule

can be expressed as = | P — @ in display form.

With extensions, conceptual graphs can support
reasoning about sets (Gardiner, Tjan, & Sla-
gle, 1992; Tjan, Gardiner, & Slagle, 1992) and
temporal logic (Delugach, 1991; Hartley, 1992;
Moulin, 1992, 1993).

Conceptual Graph Inference Rules

Conceptual graphs have seven inference rules
called the beta rules. An enclosed graph means
a graph that is enclosed in nested negated con-
texts. An evenly enclosed graph is a graph en-
closed in an even number of negative contexts
A graph enclosed at level 0 (i.e., not subject
to any negation) is considered an evenly en-
closed graph. An oddly enclosed graph gener-
ally means its contents are being asserted to be
false. In these descriptions graph means some
graph in a given starting set.

The seven beta rules are the following:

Erasure. In an evenly enclosed negated graph,
any graph may be erased, and any concept
generalized. This is due to the fact that if
something is true, its generalization is also
true.

Insertion. In an oddly enclosed context, any
graph may be inserted, and any graph re-
stricted. This is due to the fact that if
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something is false, then its specialization
is also false.

Iteration. A copy of any graph may be in-
serted into any context it dominates; i.e.,
any context nested within the graph’s con-
text. This corresponds roughly to the rule
AAN(B)=AN(AAB)

Deiteration. Any graph which could have been
inserted through iteration may be erased.

Double negation. A double negation may be
drawn around or removed from any graph,
due to the fact that —(-A) = A.

Coreferent join. Two identical coreferent con-
cepts in the same context may be joined.
This is a consequence of the definition for
a line of identity.

Individuals. A generic concept may be instan-
tiated if the instance appears in a con-
text which dominates (i.e., encloses) the
generic concept. This is because a nested
constraint will apply to all the instances
that dominate it.

These rules are only summarized here; for fur-
ther details, consult (Sowa, 1984). The first five
are from Peirce; the last two are Sowa’s. These
rules do not depend upon any database assump-
tions, and therefore apply to any knowledge that
can be represented in conceptual graphs. The
beta rules are equivalent to first-order predicate
calculus. Sowa proves that the beta rules are
both sound and complete. We will use concep-
tual graphs as our means of representing infer-
ence knowledge.

There are other rewrite rules that do not map
directly to operations in logic; these rules are
primarily notational conventions. For example,
the rule of name contraction allows us to rewrite

[T]— (name) — [ T: a] as simply [T: a).

Representing Inference Knowledge In
Conceptual Graphs

The conceptual graphs of Peirce/Sowa provide
our basis for collections of graphs representing:

e The database(s) of interest

e The sensitive targets of interest

o General knowledge

e Domain-specific knowledge related to the
databases or sensitive targets of interest

In the AERIE inference classification scheme,
target classes 1 and 2 (entities and activities)
are modeled as conceptual graph concepts. Tar-
get classes 3, 4, and 5 (relationships among
single entities and activities) are modeled as
a relationship between conceptual graph con-
cepts. Target class 6 (relationships between re-
lationships) is modeled as relationship between
two graphs, while target class 7 (new inference
rules) is modeled as one of several rule forms
in conceptual graphs.

With these models, we can identify inference
methods using the conceptual graph inference
rules with extensions and apply conceptual graph
based operations to show how inference can be
detected.

Inference Examples Using Conceptual
Graphs

This section illustrates how conceptual graphs
are used to represent the knowledge relevant
to database inference analysis. Database infer-
ence analysis is performed with respect to one
or more pieces of information desired to be kept
secret. The first example shows inference class
2 — an activity materialization. The second
example shows inference class 3 — an entity-
to-entity relationship is materialized using, in
part, information from a database. The third
example shows another class 3 materialization
— this one based on an existing inference tech-
nique known as second path. The fourth exam-
ple shows class 5 — how an activity-to-entity
relationship is materialized.

These examples use a sample database devel-
oped by the authors. The database is meant to
resemble a practical database for a real-world
enterprise. The translation from database in-
stances to conceptual graphs is performed by a
human knowledge engineer, because a database
relation schema does not by itself determine
any semantics for the elements in the relation.
It is up to a knowledge engineer, in consultation
with the designer or maintainer of the database,
to decide on an appropriate semantics and en-
sure that those semantics are captured faithfully
by a conceptual graph representation.
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Fig. 1. Materializing Construction Project Activity.

Example 1. Materialization Of An Activity
Using Domain-Specific Knowledge

We show in this example how domain-specific
knowledge (i.e., not contained in a database)
is used to materialize an activity, This exam-
ple shows how the part-of relation and used-for
relation interact to materialize an intermediate
entity followed by an activity.

In this example, we assume information from
a database has already materialized the entity
tractor and the entity backhoe. We represent
these in Fig. 1(a). Someone familiar with the
construction equipment domain has domain-
specific knowledge that a blade is part of a
tractor and a loader and bucket are both part

of a backhoe, as shown in Fig. 1(b). Using
again the part-of rule shown in Fig. 1(c), we
can infer the wholes from their parts, thereby
materializing the bucket, loader and blade as in
Fig. 1(d). Additional pieces of domain-specific
knowledge are found in Fig. 1(e): a blade is
used for pushing, a bucket is used for digging,
and a loader is used for pushing or carrying.
Joining Fig. 1(d) and (e), we get the materi-
alization of the activities pushing, carrying or
digging in Fig. 1(f). Finally from the schema
for a construction project (also domain-specific
knowledge), where digging, carrying, or push-
ing are part of a construction project, we can
infer the existence of a construction project it-
self, as in Fig. 1(h).
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Fig. 2. Sensitive Target.

Example 2: Materializing An Entity-Entity
Relationship

For this example, we assume that the sensitive
target (i.e., the information desired to be kept
secret) is: The location X of a cotton picker. We
represent this target with the graph in Fig. 2.

Parts Database Instances

There is an agricultural equipment database
available. A typical equipment database will
contain information on various items (“parts™)
that are used in agriculture. Fig. 3(a) shows
some of the instances it might contain.

Certain inventory items on hand and ordered
are reserved for particular customers. Equip-
ment reservations are kept in the database of
Fig. 3(b). A customer may have some items or-
dered, or some already on-hand (perhaps wait-
ing for customer pick-up) or some of both.

An equipment company’s database will also
contain information about the parts breakdown
or “explosion” for each whole good item. That
is, a composite part’s component parts will be
known. Sometimes the explosion is shown in a
drawing to show the relative physical arrange-
ment of parts; we assume that the part-of infor-
mation is kept in a database relation, as shown
in Fig. 3(c); in conceptual graphs, one instance
of the schema is shown in Fig. 5(c).

I Parts Catalog Relation

PartNo | Description | Class | UnitPrice | PrevSold
5500 Cotton picker | 005 35467.00 9
G874-22 | 12V Battery | 160 45.67 265
43729C | Spindle 505 1550.00 17
(a) Parts Catalog Relation.
| Reserved Parts Relation ]

PartNo | CustNo | OnHand | Ordered

43729C 2846 0 7

93A4 376 2 4

(b) Reserved Parts Relation.

[ Parts Breakdown Relation ]

WholeNo | PartNo | QtyOfParts
5500 43729C 1
5500 G874-22 2

(c) Parts Breakdown Relation.

Fig. 3. Parts Relations.
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Customer Information Relation

CustNo | CustomerName | CustomerAddr | LastSale | Lastltem | SalesYTD
2846 | Morgan Co. 987 Cherry Dr. 5 Dec 92 | G874-22 2374.27
376 | Wyatt Co. 765 Oak St. 7 Jul 92 93A4 43721
1852 | Clanton Corp. 127A Corral Av | 15 Oct 92 | G874-22 796.90

Fig. 4. Customer Information Relation.

DB-RELATION-PARTS-CATALOG-Instance

MONEY: 35467.00 < PREVSOLD:9

quanti

DESCRIPTION:
Cotton Picker

()
DB-RELATION-PARTS-
BREAKDOWN-Instance
R PART: 43729C

(©

DB-RELATION-PARTS-CATALOG-Instance

PREVSOLD:17
quantity

MONEY: 1550.00

DESCRIPTION:

.
Spindle \
CLASS: 505 class _J<=—|PART: 43729C]

)

PREVSOLD: 17

[MONEY 1550, Oﬂl‘é( price

DESCRIPTION:
Spindle

name J==—| PART: 43728(3

NUMBER: 2

CLASS: 505

DESCRIPTION:
Cotton Picker

(@)

o e =Came J=f parT: 5500 |
name PART: 5500
Cattan Picker

DESCRIPTION:
Spindle

g2
Cotton Picker

(e)

T
U]

Fig. 5. Materialization Of Spindle-Partof-Picker Relationship

Customer information is kept in the database re-
lation in Fig. 4. It contains a customer number,
name and address, as well as the date and item
of the customer’s last sale, and the total sales by
that customer for the year.

Once the schema’s semantics are represented
by relationships between generic concepts in a
conceptual graph, database instances may be
expressed as instances of those generic con-
cepts. For example, Fig. 5(a) shows a cotton-
picker instance, and Fig. 5(b) shows a spin-
dle instance from the parts catalog relation in
Fig. 3(a). Fig. 5(c) shows an instance of the
relationship between spindle and cotton picker

from the parts breakdown relation in Fig. 3(c).

The first inference step is to join the three graphs
of Fig. 5(a), (b), and (c), to get the graph shown
in Fig. 5(d).

Conceptual graph inference rules imply that we
can generalize any existential graph within an
evenly enclosed context (including depth zero)
while preserving truth. Some parts of Fig. 5(d)
are shown within thicker borders to make clear
what subgraph we are using. A subgraph forms
a generalization that becomes Fig. 5(¢). We
generalize by eliminating detail. By name con-
traction, Fig. 5(e) can be rewritten as shown in
Fig. 5(f): part of a cotton picker is a spindle.



H. S. Delugach and T. H. Hinke: Database Inference — Conceptual Graphs

301

DB-RELATION-
RESERVED-PARTS-Instance

ORDERED: 7

quantity

Customer: 2848 orderfor

ONHAND: 0 I-e{ quantity }é]PAHT: 43729C

DB-RELATION-PARTS-CATALOG-Instance

PREVSOLD:17

DESCRIPTION:
name
Sl

CLASS: 505 |e[ class PART: 43729C]

(b)

MONEY: 1550.00

guantity

/

MONEY: 2374.27

patient

CustomerAddr:

DB-RELATION-CUSTOMER-INFORMATION-Instance

Lastltem:
G874-22

(_patient )=

location
987 Cherry Dr.

recipient

CustomerName: f<={__name _}==—] Customer: 2844| léa;ﬁagg

Morgan Co.

(c)

location

Customer: 2846

location ) [ T: *whole I' i

LOGISTICS-DOMAIN-SPECIFIC-Instance

CustomerAddr: =

( orderfor j l PLACE: *Z}

( part-of ) -

location

987 Cherry Dr.

> ~
:
————————

T: Spindle
Ko Som———
(d)
(e}
T
T: Cotton Picker
Cotton Picker
location }
T CustomerAddr:
Spindle 987 Cherry Dr.
4]

(g)

Fig. 6. Materialization Of Cotton Picker Location (Entity-Entity).

The next steps in the inference are shown in
Fig. 6. The graph in Fig. 5(b) is repeated in
Fig. 6(b) for clarity. From the reserved parts
relation in Fig. 3(b), the graph in Fig. 6(a) is
derived. From the customer information rela-
tion in Fig. 4, the graph in Fig. 6(c) is derived.
Joining these graphs and then taking a subgraph
(as in Fig. 5), we get the graph in Fig. 6(d),
which represents the knowledge that A spindle
is ordered for customer 2846 who is located at
987 Cherry Dr.

The AERIE approach assumes that many
“common-sense” rules must be represented, such
as the rule If some entity orders something, and
that something is a part of a whole, then there is
an instance of the whole located where the entity
is located. This rule is shown in Fig. 6(e).

Since the type CustomerAddr is a subtype of

Place, we can apply the rule to Fig. 6(d), and
Fig. 6(f) (which was the result inferred from
Fig. 5) to obtain the graph in Fig. 6(g), an in-
stance of our original sensitive target in Fig. 2.

One important aspect to be learned from this ex-
ample is that even seemingly simple inferences
may involve more steps than apparent at first
glance. Just to show that a spindle is part of a
cottonpicker took several steps, due in part to
the fact that relationships between things in the
database are keyed to their part numbers rather
than the things themselves.

There is an important constraint on the rule in
Fig. 6(e) in that the part ordered must be unique
to the whole that is inferred. If a part could be
found in more than one whole item, then more
than one valid inference could be made. Such
a constraint is easily expressed in conceptual
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[ Visitor Log Relation I
Visitor Name | Company | Escort Date Time-in Time-out
Susan XYZ Mike | Nov. 1, 1992 | 11:00 A.M. | 12:00 P.M.
(a) Visitor Log Relation.
I Job Accounting Relation ]
Employee Name | Job-number | Hours | Week-end date
Mike 5 40 Nov 5,92

(b) Job Accounting Relation.

[ Job Number Relation ||

Project name

Job-number

AERIE

3

(c) Job Number Relation.

Fig. 7. Job Accounting and Visitor Log Relations.

graphs; it has been omitted for clarity in this
example.

Example 3: Materializing An Entity-Entity
Relationship Using Second Path

In materializing a relationship, previous work
has centered around the notion of a second
path between two things whose “first path”
is the sensitive target (Hinke, 1988, 1990b;
Binns, 1992b). Conceptual graphs represent
second path-inference analysis, but with ad-
ditional power provided by generalization. A
variant of this example has appeared in (Delu-
gach, Hinke, & Chandrasekhar, 1993).

For this example, the sensitive target is Any re-
lationship between Company XYZ and Project
Aerie. In conceptual graph terms, this means
that the two concepts will have some relation-
ship between them.

We start with instances from a sample database.
The following three relations contain informa-
tion about the visitor log, job accounting by
employees and job numbers used internally.
Fig. 7(a) contains information from the sign-in

sheets at the reception desk. Fig. 7(b) contains
employee timecard information showing where
employee effort is spent. Fig. 7(c) contains the
internal job numbers used for accounting with
respect to each project the company is working
on.

Fig. 8 shows the conceptual graph representa-
tion of the entity-entity relationship material-
ized by this inference. Fig. 8(a) shows an in-
stance from the relation in Fig. 7(b); Fig. 8(b)
shows an instance from the relation in Fig. 7(c);
and Fig. 8(c) shows an instance from the rela-
tion in Fig. 7(a).

The second path is shown as the set of con-
cepts and relations in bold in the joined graph
of Fig. 8(d). The second path can be para-
phrased as: Company XYZ contains a visitor
Susan accompanied by escort Mike who works
on job number 5 which is a characteristic of the
Aerie project.

The inference steps are simple joins; however,
note that the concepts [ESCORT: Mike] and
[EMPLOYEE: Mike] were joined to form the
single concept [ESCORT: Mike]. Conceptual
graphs provide the capability to use subtypes in
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DB-RELATION-JOB

ACCOUNTING-Instance JOB NO: 5

VISITOR: SUSAN

DB-RELATION-VISITOR-LOG-Instance

content COMPANY : X¥Z

EMPLOYEE: Mike waTREOrTor

accompanies goment COMPANY : ABC |

| ESCORT - MlKF| (

LEAVE |

Hours: @40

(a)

DB-RELATION-
JOBNUMBER-Instance

PROJECT: Aerie

characteristic

&

DATE:NQV 1,92

JOB NO: 5

(©

(b)

PROJECT: Aerie

VISITOR: SUSAN

characteristic

| accompanies '
[=5com

JOBNO: 5

works-on-for

boint_in_time )

VISITING

Hours: @40

TO TIME: 12,00
FROM TIME: 11.00

DATE: Nov 1, 92

(d)

Fig. 8. Materialization Of Entity-Entity Relationship For Second Path.

joining graphs; such joins would not be possi-
ble using strict algebraic joins of the original
relations. Of course, this added capability is
a result of the knowledge engineer supplying
semantics during his or her translation of the
original relations into conceptual graphs.

Example 4: Performing An Activity-Entity
Materialization From A Database

This example describes how an activity is ma-
terialized using primarily information in a data-
base. For this example, we assume that the
sensitive target (i.e., the information desired to
be kept secret) is: There exists the activity of
cotton picking. The mere existence of cotton
picking can be represented by the conceptual
graph of Fig. 9(h). All of the graphs in Fig. 9
are used to infer this sensitive target.

From the database, let us assume that a spindle

part being ordered means a spindle exists, as
shown in Fig. 9(a). Since an adversary may use
any knowledge at his disposal to support infer-
ences, we assume some general knowledge is
available. One piece of “common” knowledge
Is the rule: If something is a.unique part.of a
whole, and the something is ordered, then the
whole exists as shown in Fig. 9(b).

For most useful inferences, an adversary might
also use information about a particular domain.
In this example, an adversary who is familiar
with agricultural enterprises would know: a
spindle is part of a cotton picker as in Fig. 9(c).
We can specialize any graph within an oddly-
enclosed context, so Fig. 9(b) and (c) permit
us to directly write Fig. 9(d). Note that we
have thereby instantiated an intermediate rule
specific to the agricultural domain: If a spindle
exists and a spindle is part of a cotton-picker,
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GENERAL-KNOWLEDGE-Instance

(partof )
[

\

T *whnle

(b

T

Cotton Picker

(e)

AGRICULTURE-DOMAIN-
SPECIFIC-Instance

T: Cotton Picker

ACTIVITY:
Raising Cotion

ACTIVITY:
Raising Cotton

PART name DESCRIPTION:
Spindle
(a)
T: Spindle l
part-of
T: CottonPicker
(c)
— | T:Spindl
T: Spindle -
L part-of
|
-
T: CottonPicker I' -
()
ACTIVITY: E
Raising Cotton

(& (0]

Fig. 9. Materialization Of An Activity-Entity Relationship.

then a cotton-picker exists. Since Fig. 9(a) can,
through name contraction, be shown as [PART:
Spindle], we can use deiteration on Fig. 9(d) to
remove the [ T : Spindle] concept; we can also
use deiteration to remove the (part-of) relation
from Fig. 9(d), resulting Fig. 9(e).

The next step in this inference process example
involves a domain-specific rule from the agri-
cultural domain: If a cotton picker exists, then
the activity raising cotton exists, as shown in
Fig. 9(f). From the result in Fig. 9(e) (which
can be expressed as [T: Cotton Picker]), we can
erase [T: Cotton Picker] from within Fig. 9(f)
using deiteration to get Fig. 9(g). By the double
negation rule from Fig. 9(f), we get Fig. 9(g)
and we can now write [T: Raising Cotton], a
materialized activity.

Discussion

We note some important limitations on the work
we have presented here and contrast our work

with that of deductive databases (for a summary
see (Ullman, 1990)).

In this paper we have concentrated on the rep-
resentation of inference analysis and how im-
portant classes of inference can be captured by
conceptual graphs. Our examples do not deal
with partial information, nor do we describe de-
tails of how different parts of conceptual graph
schema are applied to infer new information. A
conceptual graph schema is an arrangement of
concepts that typically form a given construct
(e.g., Fig 1(g) showing plausible features of a
construction project) but do not form necessary
and sufficient logical conditions for the exis-
tence of the construct.

Another limitation of the inference analysis is
that if it cannot infer a sensitive target, then it
is not decidable which of the following reasons

apply:

e The inference analysis method is not suf-
ficiently powerful; i.e., the inference in-
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volves meta-logical reasoning (e.g., defea-
sible rules, instance-specific facts).

e The pattern of inference has not been pre-
viously identified.

e Theinference analysis lacks sufficient gen-
eral or specialized knowledge to perform
the inference.

e No possibility exists to infer the sensitive
target under any circumstances.

If the inference analysis process is able to infer
a sensitive target, then the likelihood exists that
an adversary could perform the same inference.
If the sensitive target can be inferred without
using the database, however, then providing ad-
ditional protection for data in the database will
not prevent the inference. As SRI and others
have noted, cover stories could be used to pro-
vide some plausible alternatives to the sensitive
target (Binns, 1992a; Garvey & Lunt, 1991). If
the sensitive target can be inferred using some
data in the database, then that data within the
database needs to be classified to break the in-
ference path, or else cover stories could be used
to sow confusion as suggested by SRI.

Some existing databases, called deductive data-
bases, support interpreted queries that allow
one to essentially derive information from a
database which is not explicitly stored. Our
work differs from that of deductive databases in
two important ways:

e Our rules and operations are not database
specific, but instead are general for a va-
riety of databases. Even our domain-
specific knowledge (e.g., information about
cotton-picking) is applicable to several data-
bases within the given domain. As a gen-
eral knowledge representation, conceptual
graphs offer the potential to bring pre-
existing bodies of knowledge into the in-
ference analysis process.

e We desire techniques to analyze existing
databases, where rules and operations for
deduction are not likely to have been in-
cluded in a database’s design. The AERIE
approach allows us to take an already-
populated database and analyze its con-
tents, whether the database was specifi-
cally designed to support logical inference
or not.

There are several enhancements to the AERIE
approach that we are currently exploring:

e Inclusion of probabilistic and/or statistical
inference techniques, such as discussed by
Pearl (Pearl, 1988).

e Techniques for organizing both the general
knowledge and sets of domain-specific
knowledge to trim the search space for
knowledge relevant to a given inference.

e Identification of different inference poli-
cies that permit differing interpretation of
an inference result; e.g., is the inference
certain, subject to change, based on some
generalization, etc.?

Conclusion

This paper has introduced inference target classes
as a new organizing framework for classifying
database inferences, and shows hows concep-
tual graphs effectively model the information
used to make the inferences. We began by iden-
tifying target classes as our categorization of
different kinds of inference. We then showed
how database inference knowledge can be rep-
resented using conceptual graphs.

The question of how to represent inferences is
a first step toward automated analysis and de-
tection of database inference problems in ac-
tual databases. Having a categorization frame-
work means that for each class, we can orga-
nize different strategies for inference detection.
We have shown that conceptual graphs have
sufficient power to reperesent these inference
classes.

Conceptual graphs are also a useful means of
representing inference knowledge for our anal-
ysis purposes. For instance, since both an en-
tity and activity are represented as concepts
(e.g., [COTTON-PICKING] and [COTTON-
PICKERY]), the mechanism for inferring either
of them in conceptual graphs will be similar.
Conceptual graphs therefore do not require sep-
arate methods for inferring the two different
classes. (We maintain the distinction in case any
important differences arise later in our work.)
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Conceptual graphs also provide a unified rep-
resentation; an If-then rule is merely a negated
context where no new operations are required.

Our current focus is in developing analysis tech-
niques based upon both the AERIE approach
and conceptual graphs. We are investigating
how various inference paths can be detected.
We are interested both in a theoretical char-
acterization of various kinds of inference, as
well as the development of practical tools that
will organize and manage the (possibly deep)
knowledge required to perform database infer-
ence analysis on real databases. We eventually
expect to offer design guidance for database de-
signers and administrators that will make them
aware of inference problems in their databases
and help them find solutions to these problems.
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